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How the IoT is changing public and 
private spaces from town squares to 

Twitter



...what that means for politics and 
creativity



...and what we can do about it



Cities



















Affordances



“The affordances of the environment are 
what it offers the animal, what it provides 
or furnishes, either for good or ill ...

I mean by it something that refers to both 
the environment and the animal in a way 
that no existing term does.” James Gibson



What are the affordances of the 
city?

Opportunity

Anonymity

Services

Interaction





Manipulating affordances to 
improve on the messiness of 

human nature





"Genius is personal, decided by fate, 
but it expresses itself by means of 

system. There is no work of art 
without system." -- Le Corbusier













James C. Scott:

“... a muscle-bound version of the self-confidence 
about scientific and technical progress, the 
expansion of production, the growing satisfaction of 
human needs, the mastery of nature (including 
human nature) and, above all, the rational design of 
social order commensurate with the scientific 
understanding of natural laws.”



Why the drive to control the city?



humans are unpredictable... they insist 
on informal knowledge, emergent 
practices, bottom-up processes... if 

only there was a technology that 
would change all that



Or, more to the point, why now?





“Cosmopolitan” was a coded, anti-semitic word for 
Jew

“Metropolitan” is now an insult 

“Citizens of Nowhere” – an insult by the UK Prime 
Minister for Londoners, people with more than one 
nationality 



Urbanization
2050:

64% of developing world 

86% of developed world 

... will be urbanized.







“... the NINJA (No Income, No Job, No Asset) generation. 
Greeks who feel the brunt of the Troika austerity 

initiatives. Dispossessed Arab and African youth in 
French suburbs. Detroiters beholden to “Emergency 

Managers”. Palestinians lobbing rocks at Israeli tanks. 
Rojava Kurds in northern Syria. Indignados on the streets 

of Spain. “June Days” Brazilians protesting public 
transport hikes. Occupiers in Istanbul’s Gezi Park. 

Umbrella kids in Hong Kong’s Occupy Central. Nuitards
staked out around Paris’s Place de la République. ”



They own the city, too



Henri Lefebvre
“... the ‘right to the city’ is ‘like a cry, and a demand’. 
In particular, the citizen has a right to participate in 
as well as to appropriate the city: that is to say, the 
people should be at the heart of any decision-
making process about the creation and 
management of the city; as well as having the 
common right to use and occupy the spaces of the 
city without restriction.”



The Smart City 



Typically...
• Lots of optical fibre
• Sensors to monitor air quality, parking spaces 

waste bins, snowfall...
• Sensor and data networks to regulate public 

transport, traffic, energy consumption
• Datafication of city-dwellers’ movements and 

choices
• Surveillance for crime and social control



It should include...

The delight of technology when it’s working: 

- Anticipating our needs
- Ubiquitous and invisible 
- Solutions to collective problems 



Smart cities look like this















Alphabet in Toronto 

"Sidewalk Toronto will combine forward-thinking 
urban design and new digital technology to 
create people-centred neighbourhoods that 
achieve precedent-setting levels of 
sustainability, affordability, mobility, and 
economic opportunity," said Sidewalk Labs.







“The genesis of the thinking for Sidewalk 
Labs came from Google’s founders getting 
excited thinking of ‘all the things you 
could do if someone would just give us a 
city and put us in charge’.” 

Eric Schmidt 



“Competition is for losers.” 



The downsides of the “smart city”



Legibility



Smart City Intermediaries
Vendors:
IBM, Siemens, Cisco, Microsoft, Hitachi, Huawei, Microsoft, 
Ericsson

Privately delivered tech answers to public policy questions ... 
- Vendor lock-in
- Transparency and accountability
- Privacy and autonomy



Citizens both pay for the “smart city” 
and are exploited by it

• Vendors sell their product / services + gain 
access to citizen data

• Incentive to over-collect, because it ‘might be 
useful’...











Henri Lefebvre
“... the ‘right to the city’ is ‘like a cry, and a demand’. 
In particular, the citizen has a right to participate in 
as well as to appropriate the city: that is to say, the 
people should be at the heart of any decision-
making process about the creation and 
management of the city; as well as having the 
common right to use and occupy the spaces of the 
city without restriction.”



Let’s go back to Google’s bench, for 
a moment 



Now let’s think again about 
affordances



“The affordances of the environment 
are what it offers the animal, what it 
provides or furnishes, either for good 
or ill ...
I mean by it something that refers to 
both the environment and the animal 
in a way that no existing term does.” 



What are the affordances of the 
“smart city”?



Picture of cctv





Surveillance mechanisms are 
moving from passive to active 











Not even the illusion of choice



What does this mean for creativity 
and radical new ideas?







We accept that our 

every choice and 

movement will be 

datafied and our data 

used by entities who 

claim to own it and 

over whom we have 



IoT makes ambient 
surveillance by 
entities we cannot 
even observe, let 
alone control, seem 
so routine that our 
resistance to it 
seems futile 



"Oh to be 
private, 
alone, 
submerged"



The IoT prevents us from ever 
being alone and unobserved again



For politics
• Facial recognition
• Data-blobs
• Electronic kettling



So, what do we do about it?



Ask 
How do we maintain our “informational right to 
the city”?

“An informational right to the city? Code, content, control and the urbanization of 
information”
Joe Shaw and Mark Graham, Oxford Internet Institute 



What power have you got?
Where did you get it?
In whose interests do you use it?
To whom are you accountable?
How do we get rid of you?

Tony Benn’s 5 Questions 



Cities
• Don’t be the dog
• What (real) problems are you trying to solve?
• What public interest goals guide you?
• How will you make sure independent oversight gets you to stick to them?
• How will you resist vendor-driven function creep + ever-increasing data 

collection?
• Do you have interoperability / open platforms?

Remember: Data analysis is not the same as asking people what they want 
and listening to what they say. 





What can you and I do?



Design and operate based on the 
assumption that your systems and 

data WILL fall into the “wrong hands”.







This means: 
• Data minimisation
• Pseudonymisation 
• Written procedures and transparent oversight 

for transfers 
• Duty of ethical action



Neveragain.tech



Think

Read

Write

Contribute







And also, let’s laugh a little. 





Above all, know that there are others 
like you, who want to make/keep the 

Internet as a force for good. 

Seek them out. 

Support them when you can. 





"You don't start a revolution by 
fighting the state but by presenting the 

solutions.”

Corbusier 



@maria farrell
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